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Mr. Roy Saltman
|. Introduction

In the United States, voting systems have ne¢ 'dly standardized becajse—follovwng the
principles of federdism estebllshed in its ; 3Dilit
primarily rested with the sa any of the responghilities to their
counties, and in some CéS ' ith the invention and deployment of

non-uniform. That is, 0 3 ily citi g machines while others cities and rurd areas
continued to employ 8

xcognized need for a single point of quality assurance to diminate

duplicate testing. in concept resulted from the difficulties of the 2000 Presidentia

This paper will exploré the impetus for standardization and will trace the gradual development of
national voluntary standards over the past severd decades. It will dso discuss the areas in which
sandards are most needed and will evaluate the new process for developing them.
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II. The Process of Creating Federal Standards

In 1971, severd years after computers started to become part of the voting process, the U.S. Congress
created a limited advisory role for the federal government. It established the Clearinghouse on Election
Adminigration with just 5 civil servants. While the federd government has a Conditutional oversight
role in eections for the Presdent, Vice President and members of Congress, it had not exercised that
role with mandated requirements for vote-counting equipment in the ry. (Federad oversght
respongbility for dections for state and loca government offices is i to assurance of civil rights
embodied in Condtitutional amendments and enforcement of cnm During most of the 20"
century, each state evaluated and approved manufacturers n and usudly alowed
locd jurisdictions to sdect voting equipment from an appr: .
5,000 loca jurisdictions (including counties, towns, t i iti of equipment
and methods, and states worried little about the mix
a the date leve; that state and a smal number of
Statewide.

S e study concluded that “performance standards for voting systems are
both needed and fee 4, Congress gpproved an FEC budget that included a small amount of
money for sandards develgpment. The development process proceeded dowly.

Finaly issued in 1990 (and revised in 2002), the standards were voluntary in use by the states, dthough
about two-thirds have adopted them as requirements. The standards covered both hardware and

software. For hardware, they regulated the equipment’ s functiondity, its reliability (mean time to failure),
its operability under the outer limits of expected temperature and humidity, and its ability to withsand a
drop from a limited height. For software, they assured that the software actualy operated as specified
by the vendor.
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Both vendors and eection officials agreed that independent testing authorities (ITAs, now cdled voting
system testing laboratories, VSTLS) were required to assess vendors equipment. These organizations
are private businesses that perform smilar testing for government agencies, such as the U.S. Air Force
or NASA. They were, through 2002, accredited by the Nationd Association of State Election
Directors (NASED, a voluntary association of eection officids), and their werk as VSTLsistypicdly a
dddineto their main business. The eection officids accredited &t least O for hardware and one
for software, and they replaced them when incumbents no longer, ed to perform the service.

VSTLs charge vendors for the accreditation process. Many le that voting equipment
receive VSTL approva before they alow vendors to sdl equi . until the passage of the
Hdp AmericaVote Act (HAVA) in 2002 that the develop ing technology was
indtitutiondized in a process supervised by federd ] , the standards

documents are to be cdled guiddines to emphasize 1 of the law
was that it made available up to $3 hillion (thousand-
mechanicd lever voting machines and voting equipment puter-readable punch-card balots.
(No absolute requirement to abolish the included in the law.) The new
arrangements were indtituted to address in Florida during the 2000
presidential election.

equipment were used.  Those Six
vendors. Specificaly, 15 counties

tia election, the U.S. Supreme Court did not object to Horida's use
However, for the counties that used the PPC system, it rgected the
different rulesused in § counties to determine the voter’ sintent. With the PPC system, the voters
attempts to record choiges are sometimes unsuccessful. The small pieces of balot card (the “chads’),
whose remova indicates votes, fail to be completely didodged. A voter’s error of this type resultsin an
ambiguous situation resolvable, in close dections, by human interpretation. The different rules, the court
sad, violated the U.S. Condtitution’s requirement that no person shdl be denied “equd protection of the
laws.”
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[11. TheVoting Process asa System

The 1980 Congressond study into the feasibility of developing standards for voting systems consdered
procedura performance standards as well as engineering sandards, because voting (from regigration to
the announcement of results) is the sum of numerous procedures that make up a complete system. This
sysem has many parts—voters, vendors, vote-counting equipment and gection agencies—and its
actors carry out a wide range of procedures. Vendors manufacture and software, voters

However, the voting process is not a dtatic one, and eral guidelines,
must recognize this variation. An eection can be a
poll. It may contain differing types of races with varyi
course, candidates are often different from those of the | on'sraces. Winners may retire and
losers may be replaced. Most contests @ candidate, but some races dlow
voters to sdect a larger number of names. ‘ provided by vendors must be
aufficently adaptable so that it can be easly 0 fi S of the éection a hand.
The customization should be easy for locd offit 3 re them to change the logic of
the vendor’ s software.

1

2. ) eractions with voting equipment;

3. theuseof bale voting systems; independent voting by the blind isardated issue;

4. condderation OF thi€e possbilities of software ownership: (a) outright vendor ownership with

trade secret prafection and no public access, (b) vendor ownership of software copyright,
where public access would be permitted, or (c) public ownership;

the acceptability of remote-access Internet voting; voting by mall isardated issue; and

6. updating files of registered voters.

o

If no standards are developed and mandated in any of these areas, then current conditions will prevail.



1. Integrity and Security

It is essentid that voting systems be secure in order to assure the public that the process has integrity
and that contest results exactly mirror voters choices. Therefore, the system must be protected both
from mafunctions and from maicious human interference that could change or destroy data Many
experts do not want voting systems to connect to the Internet, as they fed this would compromise
security. (See Section 1V.5.)

To achieve integrity and security, every step of the process must be cl monitored and any intrusons

prevented. Election adminigtration offices should have employees clusvely on security and
ensure the integrity of eections. For example, the transfer of are from vendors to
VSTLs, and from the laboratories to eection adminisr addition, dection
adminigtrators must control access to dl sengtive le involved in

operations and maintenance must have specific, p tive areas

equipment in each precinct displays the corret ring Election Day, they must
monitor equipment (while protecti 5 A no mafunction or sabotage has
occurred. Officias must ple voting to continue in the event that
some or dl of the equip

d only unofficid countsin this way after the polls are closed.
gaould hand-carry the origind documentation, from which

[orsin Voting

During the 2000 presidentia election, the ability of voters to accurately record their choices became a
concern. Though the issue existed before that time, the extent of its impact was not recognized until the
very close dection in Horida made it obvious. Since then, many studies have shown that voters are not
aways able to correctly record their intentions and that their abilities are influenced by the equipment
they use and their socio-economic status. When voters employ easier-to-use voting equipment, they
make fewer erors.  Additiondly, voters with higher incomes or higher educationd levels are, on

5



average, better able b record ther intentions correctly than voters with lower incomes or lower
educationd levels.

No nationa guidelines have yet been set in this area, and it will take more research and experimentation
to identify parameters for the design of voting machines.! However, points of general consensus can be
established. For example, most balot designers agree that dl candidates for a particular office should be
displayed together on the same side of the ballot (or on the same computer screen). In 2000 in Florida,
this principle was not followed in severa counties; the result was t voters unintentionaly
overvoted. That is, they voted for more than one competing Pres candidate and none of their
of useisby the percent
of no-votes (the lack of a recorded vote) for the first contest listeéd on the . The no-vote may be
due to an overvote or an undervote, where the latter iberate abstention.
Overvotes are dmost dways unintentiond. Typicdly, i i ial, gubernatoria
or U.S. senatorid contest is listed first (depending o . is li number of

Election officids should sdect machines thet =1 ier for votersto use. Severa
anayses have demongtrated that punch-card Veting i est mismatch between voter

3 go—which is eadly recognized by both the literate and the illiterate--
often heads the 's candidates. When an “office-block” balot form is used, as with
touchscreen DRE equipment, @ften no logo is shown.

3. Ballot vs. N@gn-Ballot VVoting Systems (and I ndependent Voting by the Blind)

Election officids in the U.S., with public support, have moved back and forth between the use of bdlots
and nonbdlot voting sysems. By the 1964 Presdentia eection, about 65% of al U.S. voters used
non-balot mechanica lever voting machines, but in lightly populated and rurd areas, hand-counted
paper ballots continued to be used. Badlots returned to urban areas following the initial application of

1 Some states mandate the minimum size of type on ballots.
6



computer-readable punch-cards and mark-sensing beginning in the early 1960s. By 1986, about 51%
of U.S. voters were using equipment with bdlots. The use of mechanicd lever voting machines
declined. In 2000, about 69% of voters used systems with ballots.

In the 1990s, DRE voting machines became readily available. 1n 2000, about 13% of U.S. voters used
them while 18% dill used lever machines. With DRES, a voter directly enters a choice usng a
pushbutton or touchscreen; the selection is recorded dectronicaly. Followiag the disaster in Floridaiin
2000 and the passage of HAVA in 2002, DREs became much more about 31% of voters
used them in 2004). Georgia and Maryland mandated their use da@mide, joining Delaware in that
condition, and other states permitted their procurement. An DREs is that there is no
question of a voter's intent. With a paper balot (such as,with PPC discussed above), a
quedtion of intent may arise when a voter fails to follow i A report from the
chief dection officid of Georgia noted the drong r op contest that
occurred after that state implemented DRES for the ion. )S that voters
who are blind may vote independently on DRES using ] ' [ ocates for the
visudly impaired strongly support the use of DRES, and HA dates that blind voters be given the
tools to vote independently.

receipts would add ¢os'e ; thet the printed regei
' epsively teged and sufficient hardware redundancy provided
This issue of the paper trail will be resolved

4. Public Acce oting Software

Another controversa issue related to DRES is the degree to which the public has access to the
machines software. Currently in the United States, vendors of eection equipment consider their
software source codes to be trade secrets and refuse to release them. (Only the VSTLs are permitted
to see the source codes, and they must agree to nondisclosure.) Many voters knowledgeable about
computers are troubled by this redtriction, particularly because the DRES do not normaly generate
paper records. If a dispute occurs in an dection that employed ballots, those ballots can be recounted.
If a dispute occurs in an dection that used mechanica voting machines, there can be only are-canvass.
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The machine€'s odometers can be re-checked to determine if there was a transcription error. (The
retention of voters individua choices is not possible and lever machines are known to have occasiond
mechanica errors that cannot be easly discovered.) In the case of DREs, each machine retains the
EBIs of each voter's choices recorded on a diskette or equivaent. The EBIs can be trandferred by
diskette and recounted on a different machine. This process produces a verification only if the software
that generated the EBIs functioned correctly. With DRES, properly functioning software is absolutely
essentidl.

Many critics of DRES are not satisfied by the fact that the software
that the EBIs may be recounted. Many want both a paper trall
computer scientigs are atempting to fulfill the latter wi
Consortium (OVC), has employed volunteer labor to buil i system with open

verified by a VSTL and
software, and a group of

should demand the same kind of thorough testing for open code as that undergone by software
protected by trade secret.

A compromise solution between those who We and those who want to use
privately owned code would require vendors te ' codes. In this case, the codes
' could be reviewed by the public.

-----

viable network used by the genera public, some experts
remote voting. A smal number of eections have been
luding the Arizona primary of the Democratic Party in 2000. The
olve both politica and technical issues.

Those who favor Inte dting point to the convenience it offers people who have trouble getting to
the polls. They believe it would increase turnout by enabling people who cannot take time off from
work to vote from their offices. Polling ations are in voters residentid neighborhoods, whereas many
persons travel far to work. U.S. federd eections are held on a Tuesday, generdly a working day.
Some states require employersto grant citizens time to vote, and polls typicaly open around 7 am. and
do not close until 7 or 8 p.m.

Those in favor suggest dso that Internet voting would assst U.S. citizens (such as members of the
military) who are outsde the United States on Election Day. Registering and voting from oversess are
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problematic due to the uncertainties of internationa mail. For this reason, in 2003, the Federd Voting
Assgtance Program(FVAP) of the U.S. Department of Defense (DoD) began to develop an Internet
voting system for oversess citizens. Funding was cancelled in 2004 in part because technical experts
warned that hackers could interfere with the transmission of the supposedly secret vote.

With respect to employees voting at work, privacy experts have noted that employees use computers
that belong to their employers, who have the right to review materid sent t@,.or from those computers.

likely to be skewed towards upper and middie incomed@mili i be created for
those least in need of public benefits. This problem emocratic

Additiondly, opponents of Internet voting argue
reduce citizens sense of neighborliness. Voting ] ftizens would not participate in the
community aspects of votigg:\ dections fill nafona and statewide offices that may seem digtant to

police, open space, Zon X raes, etc. Atype
different candidates and the jierature. It ig'a broadening experience, and it kegps voters in

touch with t

The 0 gh as those held statewide in Oregon, raises the same issue,
asdo ee bdlot, now avallable in many states. Furthermore, in
both Interne ng and vote'By- mail eections, there is an increased risk of voter intimidation. At a

polling station fan vote in privete, intimidation is not likdy. In any multi-person
household or officeWhere bal@ts are cast, one person may impose his or her will on other voters. Such
a problem has aread encountered in nursing homes where, in some cases, absentee ballots have

been filled out by peopl@Cther than the registered voters.



6. Updating Voter Registration Data

HAVA mandates that each state maintain a computerized list of registered voters. However, better
procedures need to be in place to update registration lists as voters move or die. Because Americans
are a mobile people and it is common for them to move between dates, it would be very useful for
dtates to exchange and compare voter registration data in an automated fashion. To enable such an
exchange, a standard could specify the parameters of a digital message tr itted from the State of a
citizen's new residence cancding his or her regidration in the state of hi ormer residence. This
standard could be developed by NASED, for example, or through t ion Assstance Commission,
as discussed below.

3 ommittee (TGDC) is specified under HAVA. This committeeis
chared by the B and includes 14 other individuas. NIST isto provide technical support

this mandate. Adopte deines are reviewed by the Commission’s Executive Director and by two
advisory boards. One b@ard contains eection administrators from every state and territory; the second
has members representing severa types of professond expertise and “voter interests” The
Commisson may then approve the guiddine teking into consderation dl reviews and
recommendations.

2. Subjectsfor Further Study

10



The EAC isto study (1) voter notification of overvotes and undervotes, (2) balot design, (3) processes
of voter regigration, (4) the accessibility of polling places to people with disabilities, (4) the collection of
nationwide datigics for investigating fraud, (5) methods of preventing voter intimidation, (6) the
development of standards for what condtitutes a vaid vote in each type of voting equipment in use, (7)
human factors research, (8) the use of the Internet, (9) necessary security measures, and (10) others
topics. For a complete ligt, see the text of HAVA, Public Law 107-252, October 29, 2002, Sections
241 through 245.

3. Certification of Testing Laboratories

The director of NIST may recommend VSTLSs for accreditatio hich makes the find
decison. NIST will conduct ongoing evauations of th [ mend retention or
revocation of their accreditation. It is implied that the certify vendors

V1. Future of the Process

ficient time to evduate the
Ittees responsible for oversight
time. However, HAVA makes

Since the EAC has begun to operate only re
process that has been established. Chairmen of
of HAVA have refused to con:

process requires Cofgres itghoving forward. In the past, many programs
have been effectively end i
to the EAC. 4 i

the chief géction offiC ctive states and the supervisors of the members of NASED from
their in February 2005. The document stated that NASS
“ e or fund the Election Assstance Commisson after the
concluson @ eection, and not to give the EAC rulemaking authority.” The
organization possibly reggonding to the demands of a pro-EAC faction which wants the

commission to be'given gregier authority to impose federa requirements for eections. At this time,
gem, the states have the find say as to the implementation of the guideines.
Given these various challéenges, one can only hope for the best.
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